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FATF H1AMS

Number Old number
A - AML/CFT Mgl = A - AML/CFT POLICIES AND
COORDINATION
1 - IR S A MO ME * Assessing risks & applying a risk-based
approach *
2 R.31 =78 e XY National cooperation and coordination
B - X}ZAM|Eln} S A B — MONEY LAUNDERING AND
HEN CONFISCATION
3 R.1&R.2 RIS MEF HE| * Money laundering offence *
4 R.3 S F-EXEK * Confiscation and provisional measures *
C- HXIZ=E1} =28 C — TERRORIST FINANCING AND
FINANCING OF PROLIFERATION
SRII Ho{AI2x=E ¢z * Terrorist financing offence *
SRIII H2 - HAIEEREY 23 HYUZ M X * | Targeted financial sanctions related to
terrorism & terrorist financing *
7 A g e MU H K * Targeted financial sanctions related to
proliferation *
8 SRVIII HY2| =% * Non-profit organisations *
D - Ojer=xX]| D — PREVENTIVE MEASURES
9 R4 287|380 H|ZSX| HE Financial institution secrecy laws
dZH20IX = of 7| = H2f Customer due diligence and record
keeping
10 R.5 T ZHSQIN &= (CDD) * Customer due diligence *
11 R.10 JIEEE Record keeping
EY5I AfgtES 2[5t FIIE XX Additional measures for specific customers
and activities
12 R.6 DSEXR (BRI F=R0F) * Politically exposed persons *
13 R.7 s ed * Correspondent banking *
14 SRVI A= EE= 7HX9] O MH|A * Money or value transfer services
15 R.8 MEE 7|9 New technologies
16 SRVII HAEF = Wire transfers *
ol= EX FEIE Reliance, Controls and Financial Groups
17 R.9 M 3 A o& * Reliance on third parties *
18 R15&R.22 LHEEHN|, s X1t KF3|AF * Internal controls and foreign branches and
subsidiaries *
19 R.21 s =271 Higher-risk countries *
OfAI Ao 21T Reporting of suspicious transactions
20 RI3&SRIV O|AAHE| 210 * Reporting of suspicious transactions *
21 R.14 MESMI H2HSX| Tipping-off and confidentiality
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Designated non-financial Business and
Professions (DNFBPs)

DNFBPs: Customer due diligence *

DNFBPs: Other measures *

E - TRANSPARENCY AND BENEFICIAL
OWNERSHIP OF LEGAL PERSONS AND
ARRANGEMENTS

Transparency and beneficial ownership of
legal persons *

Transparency and beneficial ownership of
legal arrangements *

F - POWERS AND RESPONSIBILITIES
OF COMPETENT AUTHORITIES AND
OTHER INSTITUTIONAL MEASURES
Regulation and Supervision

Regulation and supervision of financial
institutions*

Powers of supervisors

Regulation and supervision of DNFBPs

Operational and Law Enforcement
Financial intelligence units *
Responsibilities of law enforcement and
investigative authorities *

Powers of law enforcement and investigative
authorities

Cash couriers *

General Requirements

Statistics

Guidance and feedback

Sanctions

Sanctions

G - INTERNATIONAL COOPERATION

International instruments

Mutual legal assistance

Mutual legal assistance: freezing and
confiscation*

Extradition

Other forms of international cooperation *




A.

1.

AML/CFT dxiqa} =3

g dotet fIgo|iE2 e HE*

252 X=9| A=AME H HAFEE €S =,
HIt 9 olsfstofor StH, S BIECER AAUAZE £
NegE  AHEHE  BH(coordinate)gr Y= Z2
HALUES XEste S92 =ZA|(action)g Fstd HAS
AHEStojoF BiCh Zt=2 1 "It Zuto] 7|X5Ho,
XFME R HRIFERE WX s UAE T R2XS0]
solEl Qo M8SIEE st fIE Falol HHE
M E3l0{0F StCh. O] MY AML/CFT MM Fdro] ZAN
e 2ENMCE HRStD FATF HIAIEES ESFO
w2t o dst7| gt F8 7|S0| E[0jof Lt ECt =&
ol =elE ZR, Z4F2 X7l AML/CFT MA 7t s
ol MESHA 8 = UXE Stojof oict 2t I

M X7 SHOAM  FATF

Zt=2 =ZolE flgol 1 E =7 AML/CFT FHS

ZtMOF Bt ol FU7IHez HESHOOF oiny, o|2fg

SHE MY = =2 XFoAL, SEMA E= JIH
s

HAHUSS 710 otCt.

Ztg2 EMUCHR;, FIU, A7, ZAZ=E d2(n
rol ot A RIS MYX[= Z|EF #HEH HDE=FO|
gag = UAE 2FQ HAHUSE ZHMOF S,
Z2ast 4% Xr= M E Helxtaxg £l
i ata2ojgiigs SXof 2ot d8ar g5 7ig o
o getg  OrEst?| {5t 0|F0] IUWHe=Z
A3 (co-ordinate)st == SF0{OF L}

Countries should identify, assess, and
understand the money laundering and terrorist
financing risks for the country, and should take
action, including designating an authority or
mechanism to coordinate actions to assess
risks, and apply resources, aimed at ensuring
the risks are mitigated effectively. Based on
that assessment, countries should apply a risk-
based approach (RBA) to ensure that measures
to prevent or mitigate money laundering and
terrorist financing are commensurate with the
risks identified. This approach should be an
essential foundation to efficient allocation of
resources across the anti-money laundering and
countering the financing of terrorism
(AML/CFT) regime and the implementation of
risk-based measures throughout the FATF
Recommendations. Where countries identify
higher risks, they should ensure that their
AML/CFT regime adequately addresses such
risks. Where countries identify lower risks,
they may decide to allow simplified measures
for some of the FATF Recommendations under
certain conditions.

Countries should require financial institutions
and designated non-financial businesses and
professions (DNFBPs) to identify, assess and
take effective action to mitigate their money

laundering and terrorist financing risks.

Countries should have national AML/CFT
policies, informed by the risks identified,
which should be regularly reviewed, and
should designate an authority or have a
coordination or other mechanism that is
responsible for such policies.

Countries should ensure that policy-makers,
the financial intelligence unit (FIU), law
enforcement authorities, supervisors and other
relevant competent authorities, at the
policymaking and operational levels, have
effective mechanisms in place which enable
them to cooperate, and, where appropriate,
coordinate domestically with each other
concerning the development and
implementation of policies and activities to
combat money laundering, terrorist financing
and the financing of proliferation of

weapons of mass destruction.



B. ZX=ME =+ oH HEMNME

3. = Mg HE
im0 siot - S0t o Countries should criminalise money laundering
Ztm2  H|lL ek EHelE oo 7|=5HY on the basis of the Vienna Convention and the
- o o + Palermo Convention. Countries should appl
AsMEARIE BEt StOoF fhh A== HAEHS the crime of money laundering to all ser?gu)é
HE XLt =Oste 2ROz, ZE  ZCHYHZEO offences, with a view to including the widest

range of predicate offences.

R B
ZiZo S{oF It s{oF Ol Oxcra
Zt=2 HAL e, 2 ¥@er X HEXsZEaA Countries should adopt measures similar to
SO THA|Z XX|QF QAFSH BIM XX 59| =X|E IO those set forth in the Vienna Convention, the
N N R Palermo  Convention, and the Terrorist
A=ol JstE=Z0o| Moo A 3 Xto JHBE Al K| Financing Convention, including legislative
- ~ measures, to enable their competent authorities
ofo S WAl e =A OtA O EAB A 1 O ; .
EoHAM LS BAE AtdE SZOIL &+ H =2 + to freeze or seize and confiscate the following,
QAEE Blojof BHC: (a) MEM=l XjAH (b) XFEAME =22 without pr.ejudicing the rights of bona fide
third parties: (a) property laundered, (b)
MHEHZO HZ|%2, L= iy HEON AFEI[JYAHLE proceeds from, or instrumentalities used in or
" = intended for use in money laundering or
25 oo AL = o =] : )
AHEE 9zl ==Eh (o HZZE HHHEH =2 predicate offences, (c) property that is the
Hl2{=Z 0| Bx|40Ql e 0|E9| A2 XS0 AFREAALL proceedg of, or u_sed in, or |ntendeq or allocatgd
N for use in, the financing of terrorism, terrorist
AMEE 9EQ EE AEES Qo ZHE XA EE= (d) acts or terrorist organisations, or (d) property
. of corresponding value.
olof 488t THKITH e T4k Ponemg
SiE mX|AFSHS Cre2ap Ze ABHS ZEHSof StCk (a) Such measures should include the authority to:
e e= 7= B EE== H = (a) identify, trace and evaluate property that is
=3 A MM 2o, =X, Motar Hs (b) sHE Xf Ao subject to confiscation; (b) carry out
N provisional measures, such as freezing and
Heff, O|F E= MES2 Y| f5tq 52 R Y= 59 seizing, to prevent any dealing, transfer or
A RKZ XS Y () 2ALCHAF XHALS I =EA d|§posal of such property; (c) take steps that
FEEXE 2 Y (O =vHd Mis =70 32 will prevent or void actions that prejudice the
g =2 FlEY FHZE Hcte HYE MHX =22 country’s I’?bil_ity tg_ freeze 0rf§eize_ or rec(;)\(/;
L N N N N property that is subject to confiscation; an
Fa3A 77| gt Mg FZ Fohtah (d) HAES take any appropriate investigative measures.
SARHBH
i2o » fosll wo x| A0l x| AT Countries should consider adopting measures
222 A='Yo| S 85t= HRlA, HZEY, HE that allow such proceeds or instrumentalities to
o O x| o} 74 010 = AL PN ol = o be c_on_flscated without requiring a criminal
s& TwIUZ 210l =2TE T OXUESF St conviction (non-conviction based
X AMELM )L, HEXOA 2S5 A TjAtQ| confiscation), or which require an offender to
iChs ol O b L i o demonstrate the lawful origin of the property
deot S HOlEE  afste =X HES alleged to be liable to confiscation, to the
T2{stojof St} extent that such a requirement is consistent

with the principles of their domestic law.
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JHQlojLt EENOA =2 O|F2| O|YE {si I ot
At=aolLt Z|EF ApAOl A tEEe=z  MIEX UEE
SFOJOF SHCH

Countries  should  criminalise  terrorist
financing on the basis of the Terrorist
Financing Convention, and should criminalise
not only the financing of terrorist acts but also
the financing of terrorist organisations and
individual terrorists even in the absence of a
link to a specific terrorist act or acts. Countries
should ensure that such offences are
designated as money laundering predicate
offences.

Countries should implement targeted financial
sanctions regimes to comply with United
Nations Security Council resolutions relating
to the prevention and suppression of terrorism
and terrorist financing. The resolutions require
countries to freeze without delay the funds or
other assets of, and to ensure that no funds or
other assets are made available, directly or
indirectly, to or for the benefit of, any person
or entity either (i) designated by, or under the
authority of, the United Nations Security
Council under Chapter VII of the Charter of
the United Nations, including in accordance
with resolution 1267 (1999) and its successor
resolutions; or (ii) designated by that country
pursuant to resolution 1373 (2001).

Countries should implement targeted financial
sanctions to comply with United Nations
Security Council resolutions relating to the
prevention, suppression and disruption of
proliferation of weapons of mass destruction
and its financing. These resolutions require
countries to freeze without delay the funds or
other assets of, and to ensure that no funds and
other assets are made available, directly or
indirectly, to or for the benefit of, any person
or entity designated by, or under the authority
of, the United Nations Security Council under
Chapter VII of the Charter of the United
Nations.
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Countries should review the adequacy of laws
and regulations that relate to entities that can
be abused for the financing of terrorism. Non-
profit ~ organisations  are particularly
vulnerable, and countries should ensure that
they cannot be misused:

(@) by terrorist organisations posing as
legitimate entities;

(b) to exploit legitimate entities as conduits for
terrorist financing, including for the purpose
of escaping asset-freezing measures; and

(c) to conceal or obscure the clandestine
diversion of funds intended for legitimate
purposes to terrorist organisations.
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Countries should ensure that financial
institution secrecy laws do not inhibit
implementation

of the FATF Recommendations.

Financial institutions should be prohibited
from keeping anonymous accounts or
accounts in obviously fictitious names.
Financial institutions should be required to
undertake customer due diligence (CDD)
measures when:

(i) establishing business relations;

(ii) carrying out occasional transactions: (i)
above the applicable designated threshold
(USD/EUR 15,000); or (ii) that are wire
transfers in the circumstances covered by the
Interpretive Note to Recommendation 16;

(iii) there is a suspicion of money laundering
or terrorist financing; or

(iv) the financial institution has doubts about
the veracity or adequacy of previously
obtained customer identification data.

The principle that financial institutions should
conduct CDD should be set out in law. Each
country may determine how it imposes
specific CDD obligations, either through law
or enforceable means.

The CDD measures to be taken are as follows:
(a) Identifying the customer and verifying that
customer’s identity using reliable,

independent source documents, data or
information.

(b) Identifying the beneficial owner, and
taking reasonable measures to verify the
identity of the beneficial owner, such that the
financial institution is satisfied that it knows
who the beneficial owner is. For legal persons
and arrangements this should include financial
institutions understanding the ownership and
control structure of the customer.

(¢) Understanding and, as appropriate,
obtaining information on the purpose and
intended nature of the business relationship.
(d) Conducting ongoing due diligence on the
business  relationship and scrutiny of
transactions undertaken throughout the course
of that relationship to ensure that the
transactions being conducted are consistent
with the institution’s knowledge of the
customer, their business and risk profile,
including, where necessary, the source of
funds.
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Financial institutions should be required to
apply each of the CDD measures under (a) to
(d) above, but should determine the extent of
such measures using a risk-based approach
(RBA) in accordance with the Interpretive
Notes to this Recommendation and to
Recommendation 1.

Financial institutions should be required to
verify the identity of the customer and
beneficial owner before or during the course
of establishing a business relationship or
conducting  transactions for  occasional
customers. Countries may permit financial
institutions to complete the verification as
soon as reasonably practicable following the
establishment of the relationship, where the
money laundering and terrorist financing risks
are effectively managed and where this is
essential not to interrupt the normal conduct of
business.

Where the financial institution is unable to
comply with the applicable requirements
under paragraphs (a) to (d) above (subject to
appropriate modification of the extent of the
measures on a risk-based approach), it should
be required not to open the account,
commence business relations or perform the
transaction; or should be required to terminate
the business relationship; and should consider
making a suspicious transactions report in
relation to the customer.

These requirements should apply to all new
customers, although financial institutions
should also apply this Recommendation to
existing customers on the basis of materiality
and risk, and should conduct due diligence on
such existing relationships at appropriate
times.

Financial institutions should be required to
maintain, for at least five years, all necessary
records on transactions, both domestic and
international, to enable them to comply swiftly
with information requests from the competent
authorities. Such records must be sufficient to
permit reconstruction of individual
transactions (including the amounts and types
of currency involved, if any) so as to provide,
if necessary, evidence for prosecution of
criminal activity.

Financial institutions should be required to
keep all records obtained through CDD
measures (e.g. copies or records of official
identification documents like passports,
identity cards, driving licences or similar
documents), account files and business
correspondence, including the results of any
analysis undertaken (e.g. inquiries to establish
the background and purpose of complex,
unusual large transactions), for at least five
years after the business relationship is ended,
or after the date of the occasional transaction.



Financial institutions should be required by

=87|22 o] <8 AHefo| Chgt 7|23 CDD E=X|E law to maintain records on transactions and
N . = N information  obtained through the CDD
sl S §EE EESIEE Q7 EILh measures.

The CDD information and the transaction

Hetst Hstg 7t 2 HtE=2e2 CDD ™ME 3 Az records should be available to domestic
o I N competent  authorities upon  appropriate
718& 0|8 & AO{OF otCf authority.
Egs MY2 PIB F4E T4
12.  SXA (BAH F22U=)*
agy|ae 9= I'_-?-I—S—E!XI-(PEPS: Politically ~ Exposed Financial institutions should be required, in
relation to foreign politically exposed persons
Persons)(Z1ZH0| A AAL X070 CHSHO] QlH}LX Q| (PEPs) (whether as customer or beneficial

owner), in addition to performing normal

= = S o = x| .
nH=ol FXtet eH ChEel =XE FE Aol 2+ ECh customer due diligence measures, to:

(a) O L= AASXIO| NQZXK OE2E ol £ (@) have appropriate risk-management systems
to determine whether the customer or the
Qe MAESH Q& 2| AaH 282 beneficial owner is a politically exposed
" " N person;
IHE A2l o] = o o] . .
(b) ol2{st Hef 2 A S 27| feh(7|E 142 B2 (b) obtain senior management approval for
o|2st HeYRAHZ X|&8loE EICH=) D9 22| X} establishing  (or continuing, for 'eXIstmg
customers) such business relationships;
=OlFE (c) take reasonable measures to establish the
source of wealth and source of funds; and
EX Y= S S '
© M4t S Az ENE =Holg + UAs gelH{e =4 (d) conduct enhanced ongoing monitoring of
d) {20 CHSH Z3lEl BL|EE X|&XMoz L8l the business relationship.
TS7|Ae A e MASKITE 2L Q2 EIXFO|AHL} Financial institutions should be required to
- == B =--Tr e take reasonable measures to determine whether
=H/|7| 7o 20 MY FO = KYAUsSH 7HRlo Chst a customer or beneficial owner is a domestic

PEP or a person who is or has been entrusted
with a prominent function by an international
= organisation. In cases of a higher risk business

= . : . - >
relationship with such persons, financial
(o] =& Ag= =XE institutions should be required to apply the
measures referred to in paragraphs (b), (c) and

HEol=E T ECH (d).

C =20 No|ZXIX ML= olmAlste The requirements for all types of PEP should
22 EFe AfSHAA HEss T2 also apply to family members or close
D FAIKS| JIE10F EZ20|AHE M EE|0{0F SHLt. associates of such PEPs.

13. 3AHje8*

287|182 2Z 7t =2l AH 2U(cross-border correspondent Financial institutions should be required, in
) N N relation to cross-border correspondent banking
banking)t Z|Ef  |AFSE AHefEAO  CHSEY  LHEEEQI and other similar relationships, in addition to
TBIO| mX|QF SHH| CHEO| XA|Z %3t 70| QREICH ﬁfergts)lrjrrzlsngzo.normal customer due diligence
(a) 88 Z87|2respondent institution)2| AlYl MHZHALS (a) gather sufficient information about a
N L respondent institution to understand fully the
et™S| olsfist, O 7|&0| XFME A HYXFZE nature of the respondent’s business and to
" — determine from publicly available information
I} & A C Al =HZ= k . AR .
ZHESHo] A e RAICiE0| SRR O F S et the reputation of the institution and the quality
J|2to| Mont ZtEo| B Z/E NEE ESI0| Dot of supervision, including whether it has been
N subject to a money laundering or terrorist
£ QEE ZHSH MEE 43 financing investigation or regulatory action;
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(b) assess the respondent institution’s
AML/CFT controls;

(c) obtain approval from senior management
before  establishing new  correspondent
relationships;

(d) clearly understand the respective
responsibilities of each institution; and

(e) with respect to “payable-through accounts”,
be satisfied that the respondent bank has
conducted CDD on the customers having
direct access to accounts of the correspondent
bank, and that it is able to provide relevant
CDD information upon request to the
correspondent bank.

Financial institutions should be prohibited
from entering into, or continuing, a
correspondent banking relationship with shell
banks. Financial institutions should be required
to satisfy themselves that respondent
institutions do not permit their accounts to be
used by shell banks.

Countries should take measures to ensure that
natural or legal persons that provide money or
value transfer services (MVTS) are licensed or
registered, and subject to effective systems for
monitoring and ensuring compliance with the
relevant measures called for in the FATF
Recommendations. Countries should take
action to identify natural or legal persons that
carry out MVTS without a license or
registration, and to apply appropriate
sanctions.

Any natural or legal person working as an
agent should also be licensed or registered by a
competent authority, or the MVTS provider
should maintain a current list of its agents
accessible by competent authorities in the
countries in which the MVTS provider and its
agents operate. Countries should take measures
to ensure that MVTS providers that use agents
include them in their AML/CFT programmes
and monitor them for compliance with these
programmes.

Countries and financial institutions should
identify and assess the money laundering or
terrorist financing risks that may arise in
relation to (a) the development of new
products and new business practices, including
new delivery mechanisms, and (b) the use of
new or developing technologies for both new
and pre-existing products. In the case of
financial institutions, such a risk assessment
should take place prior to the launch of the
new products, business practices or the use of
new or developing technologies. They should
take appropriate measures to manage and
mitigate those risks.
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Countries should ensure that financial
institutions include required and accurate
originator  information, and  required
beneficiary information, on wire transfers and
related messages, and that the information
remains with the wire transfer or related
message throughout the payment chain.

Countries should ensure that financial
institutions monitor wire transfers for the
purpose of detecting those which lack required
originator and/or beneficiary information, and
take appropriate measures.

Countries should ensure that, in the context of
processing wire transfers, financial institutions
take freezing action and should prohibit
conducting  transactions with  designated
persons and entities, as per the obligations set
out in the relevant United Nations Security
Council resolutions, such as resolution 1267
(1999) and its successor resolutions, and
resolution

1373(2001), relating to the prevention and
suppression  of terrorism and terrorist
financing.

Countries may permit financial institutions to
rely on third parties to perform elements (a)-
(c) of the CDD measures set out in
Recommendation 10 or to introduce business,
provided that the criteria set out below are met.
Where such reliance is permitted, the ultimate
responsibility for CDD measures remains with
the financial institution relying on the third

party.

The criteria that should be met are as follows:

(@ A financial institution relying upon a
third party should immediately obtain
the necessary information concerning
elements (a)-(c) of the CDD measures
set out in Recommendation 10.

(b) Financial institutions should take
adequate steps to satisfy themselves that
copies of identification data and other
relevant documentation relating to the
CDD requirements will be made
available from the third party upon
request without delay.

(c) The financial institution should satisfy
itself that the third party is regulated,
supervised or monitored for, and has
measures in place for compliance with,
CDD and record-keeping requirements
in line with Recommendations 10 and
11.



(d) ZHES ==t M3 A7} AXE & Y= 22 (d_) When determining in which _c_ountries the
N third party that meets the conditions can be
A™a [ 222 ik 2710 QU™ EE N2t of based, countries should have regard to
" information available on the level of country

ohC. risk.
27| DEOIS QEF Hr= F® 3 X7} L When a financial institution relies on a third
) party that is part of the same financial group,
=859 AGALO|D, () e ZgI1F0| HIAE 10, and (i) that group applies CDD and record-
- - keeping  requirements, in  line  with
11, 12 of g Dz=elnt 7| ZEEESIF A ZiAle 18 of Recommendations 10, 11 and 12, and
2 X2 MEFEIX] 2 HYA2XS2X| Zzose programmes against money laundering and
terrorist  financing, in accordance with
AlANSlE 8, 2| (i) nZA=ela J|EEESIR Y Recommendation 18; and (ii) where the
o L effective implementation of those CDD and

Wo| mAH 0o 2 h

record-keeping requirements and AML/CFT
programmes is supervised at a group level by a
competent authority, then relevant competent
(©)Q] authorities may consider that the financial
institution applies measures under (b) and (c)

AML/CFT ==
2

x—l— -

lEe S5 AR = T U, H w2 =74 above through its group programme, and may
250l 28120 AML/CFT ™Moz MAESHH HdZE= decide that (d) is not a necessary precondition
to reliance when higher country risk is
42 712 d)= QEE 3t ELHMFHXXH0| ofLztn adequately mitigated by the group AML/CFT

licies.

BoiE 4 ot PO

18. RS, sH2IXIHI Ktz
= Financial institutions should be required to
a9 y|are o MdlEF Ol Oxcte diX|E & ol ' 2

=587I8= ASME 3 HRAXsZES BAT + AUs implement  programmes  against money
T2 o|dg o=Vt QL Z2YIEL OE XLl9 laundering and terrorist financing. Financial
a o = oisl — ° N groups should be required to implement group-
AEME A HEXERYE SXE ot =22 ol wide programmes against money laundering

- o -6OH =
ol oI = 30Ol o™”o os = and terrorist financing, including policies and
OlF7h LR O] Z2IAAMO|= AML/CFT SHE ¢t 13 procedures for sharing information within the
=

Ly M2 ZSoX™A Ol ™XI7F ZSHg| oo siCt. group for AML/CFT purposes.
° ° o e o1 Financial institutions should be required to
F87|#E FATF AHIALZ O|ASt7| 2510 E=0|M ensure that their foreign branches and
o majority-owned subsidiaries apply AML/CFT
Ofd=l Rl= AML/CFT Z=A|9f Fatel =XE 28182 mejasur)e/s consistent with thepF;lc);me country
AZME Y HYXFZE X Zz s B3 e requirements  implementing the FATF
N N Recommendations  through the financial
XELp XX 2 27 A=A HE8Y o|F7F UL groups’ programmes against money laundering

and terrorist financing.
19. 9™ 7K
- Financial institutions should be required to
a9 7|ate = o o Ol 7
s87/I&= FATF 7 J7eh =79 J4el, = 21 apply enhanced due diligence measures to
=872t HeEA 2 A=z of  CHs  Z3tE business relationships and transactions with
N - N o N natural and legal persons, and financial
M=ol =XE HEY oF7F Qo HEEH A= institutions, from countries for which this is
- = . = called for by the FATF. The type of enhanced
A=l A= fl =0 22K 0]0 B[ X 0|0{0F B due diligen)ée measures app)I/iF;d should be
effective and proportionate to the risks.

Zt22 FATF o =30 et MESH (fSxXE &Y Countries should be able to apply appropriate
N N countermeasures when called upon to do so by
QAUOjOF BiCt  EDH Z=m2 FATF oF ELE=E XAl the FATF. Countries should also be able to
oxKlE2E K& A Ol e a. o x| apply countermeasures independently of any
HS=AE  #g = UCOF 2Ch O HSEA= call by the FATF to do so. Such
Q0 Hg&o|m U™ 0|0{0F SHLC}. countermeasures should be effective and

proportionate to the risks.



Sf &/ Aol =

20.

21.

oy A wa*

87|82 X30| HI[F=0|ALL H2AtaxE1 A0

UL oM E[= HR Ex= ougitst oEst &0| Ue

4% HEON Mt 3 odUES asdEEZMAFIV)Y

Elnk-JEE S/

RS540 HERX|

=872 587122 O[AL Y& (officers) Bl X 22:

(@) Moo 9|3t (in good faith) FIU O o|MAHEEDE St
4% HE 3 THE "It FAAX H=s| LXK
2ot E% 8 =2YARAL M YoiH=A] o Rt
A QO] AefolLt O ojifet ME #E L= dEH
ZXof o5t RutEl  HEFHE  SXRE
QIEISIEHELE WAL = QIAMYCSl MRS X|X| @=Ct

(b) oldAHED E= E FEIL FU of EAEQJUCH=
AMAZ B7l(disclosing, 22| "F£4(tipping-off)")sHX|
AEE o2 FX|5H0{0F THC}

U Z S ALY F2 5 (DNFEPs)

£ HIZSAUAHEE : DAHIK >
HTARE 10, 11, 12, 15, 17 o YA|F0f Q= nzstol o
ELT et Ze Aol S
HI2GALYRH M EX|0f A HREICH

7c:>|O
(b) $S4 FHQI0] DS 9loto] LS DjofeL BEE
Hehol mofets FP
© HZHL0| DAT JFFY oy HIAYE st
3e
d) ®SAL 359, VI SEY BEMEN U SAM
g Yoto] S TSI BAE HHES Fh|sLt
et Y2
2SS ofoy
20| X3F.5H E& |t Aie| B
o9 o3 HFAR £= FAAYAR el

If a financial institution suspects or has
reasonable grounds to suspect that funds are
the proceeds of a criminal activity, or are
related to terrorist financing, it should be
required, by law, to report promptly its
suspicions to the financial intelligence unit
(FIV).

Financial institutions, their directors, officers
and employees should be:

(a) protected by law from criminal and civil
liability for breach of any restriction on
disclosure of information imposed by contract
or by any legislative, regulatory or
administrative provision, if they report their
suspicions in good faith to the FIU, even if
they did not know precisely what the
underlying criminal activity was, and
regardless of whether illegal activity actually
occurred; and

(b) prohibited by law from disclosing
(“tipping-off”’) the fact that a suspicious
transaction report (STR) or related information
is being filed with the FIU.

The customer due diligence and record-
keeping requirements set out in
Recommendations 10, 11, 12, 15, and 17,
apply to designated non-financial businesses
and professions (DNFBPs) in the following
situations:
(@) Casinos- when customers engage in
financial transactions equal to or above the
applicable designated threshold.
(b) Real estate agents- when they are involved
in transactions for their client concerning the
buying and selling of real estate.
(c) Dealers in precious metals and dealers in
precious stones- when they engage in any cash
transaction with a customer equal to or above
the applicable designated threshold.
(d) Lawyers, notaries, other independent legal
professionals and accountants- when they
prepare for or carry out transactions for their
client concerning the following activities:

- buying and selling of real estate;

- managing of client money, securities or

other assets;
- management of bank, savings or securities
accounts;
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- organisation of contributions for the
creation, operation or management of
companies;

- creation, operation or management of legal
persons or arrangements, and buying and
selling of business entities.

(e) Trust and company service providers —
when they prepare for or carry out transactions
for a client concerning the following activities:

- acting as a formation agent of legal persons;

- acting as (or arranging for another person to
act as) a director or secretary of a company,
a partner of a partnership, or a similar
position in relation to other legal persons;

- providing a registered office, business
address or accommodation, correspondence
or administrative address for a company, a
partnership or any other legal person or
arrangement;

- acting as (or arranging for another person to
act as) a trustee of an express trust or
performing the equivalent function for
another form of legal arrangement;

- acting as (or arranging for another person to
act as) a nominee shareholder for another
person.

The requirements set out in Recommendations
18 to 21 apply to all designated non-financial
businesses and professions, subject to the
following qualifications:

(@) Lawyers, notaries, other independent legal
professionals and accountants should be
required to report suspicious transactions
when, on behalf of or for a client, they engage
in a financial transaction in relation to the
activities described in paragraph (d) of
Recommendation 22. Countries are strongly
encouraged to extend the reporting
requirement to the rest of the professional
activities of accountants, including auditing.
(b) Dealers in precious metals and dealers in
precious stones should be required to report
suspicious transactions when they engage in
any cash transaction with a customer equal to
or above the applicable designated threshold.
(c) Trust and company service providers
should be required to report suspicious
transactions for a client when, on behalf of or
for a client, they engage in a transaction in
relation to the activities referred to in
paragraph (e) of Recommendation 22.
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Countries should take measures to prevent the
misuse of legal persons for money laundering
or terrorist financing. Countries should ensure
that there is adequate, accurate and timely
information on the beneficial ownership and
control of legal persons that can be obtained or
accessed in a timely fashion by competent
authorities. In particular, countries that have
legal persons that are able to issue bearer
shares or bearer share warrants, or which allow
nominee shareholders or nominee directors,
should take effective measures to ensure that
they are not misused for money laundering or
terrorist financing. Countries should consider
measures to facilitate access to beneficial
ownership and control information by financial
institutions and DNFBPs undertaking the
requirements set out in Recommendations 10
and 22.

Countries should take measures to prevent the
misuse of legal arrangements for money
laundering or terrorist financing. In particular,
countries should ensure that there is adequate,
accurate and timely information on express
trusts, including information on the settlor,
trustee and beneficiaries, that can be obtained
or accessed in a timely fashion by competent
authorities.  Countries  should  consider
measures to facilitate access to beneficial
ownership and control information by financial
institutions and DNFBPs undertaking the
requirements set out in Recommendations 10
and 22.
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Countries should ensure that financial
institutions are subject to adequate regulation
and supervision and are effectively
implementing the FATF Recommendations.
Competent authorities or financial supervisors
should take the necessary legal or regulatory
measures to prevent criminals or their
associates from holding, or being the
beneficial owner of, a significant or
controlling interest, or holding a management
function in, a financial institution. Countries
should not approve the establishment, or
continued operation, of shell banks.

For financial institutions subject to the Core
Principles, the regulatory and supervisory
measures that apply for prudential purposes,
and which are also relevant to money
laundering and terrorist financing, should
apply in a similar manner for AML/CFT
purposes. This should include applying
consolidated group supervision for AML/CFT
purposes.

Other financial institutions should be licensed
or registered and adequately regulated, and
subject to supervision or monitoring for
AML/CFT purposes, having regard to the risk
of money laundering or terrorist financing in
that sector. At a minimum, where financial
institutions provide a service of money or
value transfer, or of money or currency
changing, they should be licensed or
registered, and subject to effective systems for
monitoring and ensuring compliance with
national AML/CFT requirements.

Supervisors should have adequate powers to
supervise or monitor, and ensure compliance
by, financial institutions with requirements to
combat money laundering and terrorist
financing, including the authority to conduct
inspections. They should be authorised to
compel production of any information from
financial institutions that is relevant to
monitoring such compliance, and to impose
sanctions, in line with Recommendation 35,
for failure to comply with such requirements.
Supervisors should have powers to impose a
range of disciplinary and financial sanctions,
including the power to withdraw, restrict or
suspend the financial institution’s license,
where applicable.



|0

Iz
12

ok
N B
Hor e W
[0 of
o H
N

d

—~
O
=

J|E

10
4o
>
0% rjo

P

e >

tu

Th SRB 7t 5= 4% SRB = 1 3|3

HefAtex=g EX o|Fo o/d oF

Ok N

Ral

oY 0> o0&

4o

oj

clo
o

H

é
oE Trlo
o)

Ar rd 1y

N
o
o D

e 1x

N

—_

oz

N

2 A
0
s

!
ely
=

™ol AML/CFT XX|o| It olge

S
el M R Z=2 0| E|0joF SHCf

X2 E=  XHiX

d ZEXIPEH| 0 SHie
I =l =
2 b EHe A EE

C
Ho
=
C =

2
dE AL 2

A E=XE FSHOOF SO
FtR| o AML/CFT o|E AR =4 oEE
=500 otLt.
I EEHE8AIEAHE20]  AML/CFT
Ol & ZUHZsID =45 ot 21tH
orgff UA=F Bto{op ot Of=

def™doF  othy. Ol  (a)detE=OlLt
AEFHZITFSRB)O| Ql5to] +dE AL
o

r |

g 0E = Js X2 Es=

S7{Lt ofof CHYH AARXIL EHE AES

st =XE Fstolop oot (0, HAY

S (b) AML/CFT QIR E ZE48HX| Y

Abgt 35 oF XSt ZHA, H|H N, AHH
2R

@2olaag{e 721t (b)AtZAME!, o|Qt AHFE

|9t H2XI2x2n HE 7|Ep 2o Xt

MEl FEO X322 HYsts ILAH

MEZSH0{0F SICE FIU & EN7|Ro 2 2 H

Designated non-financial businesses and
professions should be subject to regulatory and
supervisory measures as set out below.

(@ Casinos should be subject to a
comprehensive regulatory and supervisory
regime that ensures that they have effectively
implemented the necessary AML/CFT
measures. At a minimum:

- casinos should be licensed;

- competent authorities should take the
necessary legal or regulatory measures to
prevent criminals or their associates from
holding, or being the beneficial owner of, a
significant or controlling interest, holding a
management function in, or being an
operator of, a casino; and

- competent authorities should ensure that
casinos are effectively supervised for
compliance with AML/CFT requirements.

(b) Countries should ensure that the other
categories of DNFBPs are subject to effective
systems for monitoring and ensuring
compliance with AML/CFT requirements.
This should be performed on a risk-sensitive
basis. This may be performed by (a) a
supervisor or (b) by an appropriate self-
regulatory body (SRB), provided that such a
body can ensure that its members comply with
their obligations to combat money laundering
and terrorist financing.

The supervisor or SRB should also (a) take the
necessary measures to prevent criminals or
their associates from being professionally
accredited, or holding or being the beneficial
owner of a significant or controlling interest or
holding a management function, e.g. through
evaluating persons on the basis of a “fit and
proper” test; and (b) have effective,
proportionate, and dissuasive sanctions in line
with Recommendation 35 available to deal
with failure to comply with AML/CFT
requirements.

Countries  should establish a financial
intelligence unit (FIU) that serves as a national
centre for the receipt and analysis of: (a)
suspicious transaction reports; and (b) other
information relevant to money laundering,
associated predicate offences and terrorist
financing, and for the dissemination of the
results of that analysis. The FIU should be able
to obtain additional information from reporting
entities, and should have access on a timely
basis to the financial, administrative and law
enforcement information that it requires to
undertake its functions properly.
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Countries should ensure that designated law
enforcement authorities have responsibility for
money laundering and terrorist financing
investigations within the framework of
national AML/CFT policies. At least in all
cases related to major proceeds-generating
offences, these designated law enforcement
authorities should develop a pro-active parallel
financial investigation when pursuing money
laundering, associated predicate offences and
terrorist financing. This should include cases
where the associated predicate offence occurs
outside their jurisdictions. Countries should
ensure that competent authorities have
responsibility for expeditiously identifying,
tracing and initiating actions to freeze and
seize property that is, or may become, subject
to confiscation, or is suspected of being
proceeds of crime. Countries should also make
use, when necessary, of permanent or
temporary multi-disciplinary groups
specialised in financial or asset investigations.
Countries should ensure that, when necessary,
cooperative investigations with appropriate
competent authorities in other countries take
place.

When conducting investigations of money
laundering, associated predicate offences and
terrorist financing, competent authorities
should be able to obtain access to all necessary
documents and information for use in those
investigations, and in prosecutions and related
actions. This should include powers to use
compulsory measures for the production of
records held by financial institutions, DNFBPs
and other natural or legal persons, for the
search of persons and premises, for taking
witness statements, and for the seizure and
obtaining of evidence.

Countries should ensure that competent
authorities conducting investigations are able
to use a wide range of investigative techniques
suitable for the investigation of money
laundering, associated predicate offences and
terrorist ~ financing. These investigative
techniques include: undercover operations,
intercepting  communications,  accessing
computer systems and controlled delivery. In
addition, countries should have effective
mechanisms in place to identify, in a timely
manner, whether natural or legal persons hold
or control accounts. They should also have
mechanisms to ensure that competent
authorities have a process to identify assets
without prior notification to the owner. When
conducting investigations ~ of  money
laundering, associated predicate offences and
terrorist  financing, competent authorities
should be able to ask for all relevant
information held by the FIU.
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Countries should have measures in place to

2422 NEAMITAAH /22 HEIZINHENH S8 S detect the physical cross-border transportation
. of currency and bearer negotiable instruments,
dailt Fr7|8Xg+H0| =2HE 8 7t O[HEE including through a declaration system and/or
Ag HMYY & USE IA|Z ORpIctolof Bt disclosure system.
72t22 HYAFZEZO|Lt XI2AHE £ MAHEQF B Countries should ensure that their competent
L B== AT e e == authorities have the legal authority to stop or
QLD OIAME|AHLE JYYER AMNID-JIH=E &HFOo|L 27|19 restrain  currency or bearer negotiable
N N ~olo TN L instruments that are suspected to be related to
Xatel (ROgr=gE) UAL Hotgd = U= HH terrorist financing, money laundering or
+ = - = redicate offences, or that are falsely declared
Hehe ATHYR0| RO0{510{0F St P iselosed. Y
Z=2 5% 1. ZHE St= Ao CHSHe) ZAEOo|n Countries should ensure that effective,
oluFALSHOl HIZS oila&d 0| ol =2 Oradstado proportionate and dissuasive sanctions are
FITAFSOl H2otH 2AX|20] Rl= MMEAE DFSHOOF available to deal with persons who make false
SHCE SZ0|L R7|HX|ZE0| HIHASXE, XA E declaration(s) or disclosure(s). In cases where
L o ° N the currency or bearer negotiable instruments
e MAMYZEe HFE Z2 432 HIAY 4 of E are related to terrorist financing, money
Cala & = laundering or predicate offences, countries
HMH <+l= I 30| B7|HK|ZALCIS 2 A8 A T .
25 =AE Zd dsolu RUl8XestE =272 ¢ should also adopt measures, including
Qe XX|E ME28I0{0f BHC}. legislative _ones consistent with
Recommendation 4, which would enable the
confiscation of such currency or instruments.
27
A
Countries should maintain comprehensive
2t22 X1=29| AML/CFT A|AHIO| HupA Ol 80 Cist statistics on  matters relevant to the
- N N E'_._ ° ° effectiveness and efficiency of their AML/CFT
SEHC SAE EHYSoof oLl o7& +=H-AHSE systems. This should include statistics on the
STRs received and disseminated; on mone
SR A=M& R HeX=sxdg #d sAb7|2mIEE laundering and terrorist financiné/
SZH-Q-2 AR TUAL APHZX Ol J7|EF 2HHEZ QA investigations, prosec_utions and (_:onvictions;
N N N on property frozen, seized and confiscated; and
oot SA 7t Z=etk|0{of BHC} on mutual legal assistance or other

international requests for cooperation.

Hstet2ar ZH=E7|2a XAFeAA 7| (SRR 2872t The competent au_thoriti!es, _supervisors qnd

SRBs should establish guidelines, and provide

EYH S EAIAA-ME220] Xt=ME 9 HYHXSZE feedback, which will assist financial

" e " o institutions and  designated non-financial

RS fst =71 =XE OfHstn, 59| ojniez businesses and professions in applying national

HElE Nustn BEasted =20 2 XS sElstn measures to combat money laundering and

- terrorist financing, and, in particular, in

o Ees FZsl|0f StC}. detecting and reporting suspicious transactions.
HIxH

Zk2e HNALE 6 9 8-23 Of HA|ZO QY= Jfelo|Lt Countries should ensure that there is a range of

effective, proportionate and  dissuasive

Bolo] RIFMEEX] % HYHXFZEYSZKA QEAIEES sanctions, whether  criminal, civil or

administrative, available to deal with natural or

=AS o= 7Ho= el A0 &SlA ~ .
EFOHA Be 8% CHH[SHO] Ch==o| =apH, |, legal persons covered by Recommendations 6,

=
AMX HHAL DIAF = Y HIIZA|2 7HXK| Q0{of and 8 to 23, that fail to comply with AML/CFT
requirements. Sanctions should be applicable
SiCE MAEX= 287|310 EF HZ8 AIEA-MEZ not only to financial institutions and DNFBPs,
= but also to their directors and senior
oA HgE # ozl 0/S9 OAST DA janagement
IMOA = FoHE 4 AO{OF SHCE
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Countries should take immediate steps to
become party to and implement fully the
Vienna Convention, 1988; the Palermo
Convention, 2000; the United Nations
Convention against Corruption, 2003; and the
Terrorist Financing Convention, 1999. Where
applicable, countries are also encouraged to
ratify and implement other relevant
international conventions, such as the Council
of Europe Convention on Cybercrime, 2001;
the Inter-American  Convention  against
Terrorism, 2002; and the Council of Europe
Convention on Laundering, Search, Seizure
and Confiscation of the Proceeds from Crime
and on the Financing of Terrorism, 2005.

Countries should rapidly, constructively and
effectively provide the widest possible range of
mutual legal assistance in relation to money
laundering, associated predicate offences and
terrorist financing investigations, prosecutions,
and related proceedings. Countries should have
an adequate legal basis for providing assistance
and, where appropriate, should have in place
treaties, arrangements or other mechanisms to
enhance cooperation. In particular, countries
should:

(@ Not prohibit, or place unreasonable or
unduly restrictive conditions on, the provision
of mutual legal assistance.

(b) Ensure that they have clear and efficient
processes for the timely prioritisation and
execution of mutual legal assistance requests.
Countries should use a central authority, or
another established official mechanism, for
effective transmission and execution of
requests. To monitor progress on requests, a
case management system should be
maintained.

(c) Not refuse to execute a request for mutual
legal assistance on the sole ground that the
offence is also considered to involve fiscal
matters.

(d) Not refuse to execute a request for mutual
legal assistance on the grounds that laws
require financial institutions or DNFBPs to
maintain secrecy or confidentiality (except
where the relevant information that is sought is
held in circumstances where legal professional
privilege or legal professional secrecy applies).

(e) Maintain the confidentiality of mutual legal
assistance requests they receive and the
information contained in them, subject to
fundamental principles of domestic law, in
order to protect the integrity of the
investigation or inquiry. If the requested
country cannot comply with the requirement of
confidentiality, it should promptly inform the
requesting country.
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Countries should render mutual legal
assistance, notwithstanding the absence of dual
criminality, if the assistance does not involve
coercive actions. Countries should consider
adopting such measures as may be necessary to
enable them to provide a wide scope of
assistance in the absence of dual criminality.

Where dual criminality is required for mutual
legal assistance, that requirement should be
deemed to be satisfied regardless of whether
both countries place the offence within the
same category of offence, or denominate the
offence by the same terminology, provided that
both  countries criminalise the conduct
underlying the offence.

Countries should ensure that, of the powers
and investigative techniques required under
Recommendation 31, and any other powers
and investigative techniques available to their
competent authorities:

(a) all those relating to the production,
search and seizure of information,
documents or evidence (including
financial records) from financial
institutions or other persons, and the
taking of witness statements; and

(b) a broad range of other powers and
investigative techniques;

are also available for use in response to
requests for mutual legal assistance, and, if
consistent with their domestic framework, in
response to direct requests from foreign
judicial or law enforcement authorities to
domestic counterparts.

To avoid conflicts ~ of  jurisdiction,
consideration should be given to devising and
applying mechanisms for determining the best
venue for prosecution of defendants in the
interests of justice in cases that are subject to
prosecution in more than one country.

Countries should, when making mutual legal
assistance requests, make best efforts to
provide complete factual and legal information
that will allow for timely and efficient
execution of requests, including any need for
urgency, and should send requests using
expeditious means. Countries should, before
sending requests, make best efforts to ascertain
the legal requirements and formalities to obtain
assistance.

The authorities responsible for mutual legal
assistance (e.g. a Central Authority) should be
provided with adequate financial, human and
technical resources. Countries should have in
place processes to ensure that the staff of such
authorities  maintain ~ high  professional
standards, including standards concerning
confidentiality, and should be of high integrity
and be appropriately skilled.
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Countries should ensure that they have the
authority to take expeditious action in response
to requests by foreign countries to identify,
freeze, seize and confiscate  property
laundered; proceeds from money laundering,
predicate offences and terrorist financing;
instrumentalities used in, or intended for use
in, the commission of these offences; or
property of corresponding value. This
authority should include being able to respond
to requests made on the basis of non-
conviction-based confiscation proceedings and
related provisional measures, unless this is
inconsistent with fundamental principles of
their domestic law. Countries should also have
effective mechanisms for managing such
property, instrumentalities or property of
corresponding value, and arrangements for
coordinating  seizure and  confiscation
proceedings, which should include the sharing
of confiscated assets.

Countries  should  constructively  and
effectively execute extradition requests in
relation to money laundering and terrorist
financing, without undue delay. Countries
should also take all possible measures to
ensure that they do not provide safe havens for
individuals charged with the financing of
terrorism,  terrorist acts or terrorist
organisations. In particular, countries should:

(@) ensure money laundering and terrorist
financing are extraditable offences;

(b) ensure that they have clear and efficient
processes for the timely execution of
extradition requests including prioritisation
where appropriate. To monitor progress of
requests a case management system should be
maintained;

(c) not place unreasonable or unduly restrictive
conditions on the execution of requests; and
(d) ensure they have an adequate legal
framework for extradition.

Each country should either extradite its own
nationals, or, where a country does not do so
solely on the grounds of nationality, that
country should, at the request of the country
seeking extradition, submit the case, without
undue delay, to its competent authorities for
the purpose of prosecution of the offences set
forth in the request. Those authorities should
take their decision and conduct their
proceedings in the same manner as in the case
of any other offence of a serious nature under
the domestic law of that country. The countries
concerned should cooperate with each other, in
particular on procedural and evidentiary
aspects, to ensure the efficiency of such
prosecutions.
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Where dual criminality is required for
extradition, that requirement should be deemed
to be satisfied regardless of whether both
countries place the offence within the same
category of offence, or denominate the offence
by the same terminology, provided that both
countries criminalise the conduct underlying
the offence.

Consistent with fundamental principles of
domestic law, countries should have simplified
extradition mechanisms, such as allowing
direct transmission of requests for provisional
arrests  between  appropriate  authorities,
extraditing persons based only on warrants of
arrests or judgments, or introducing a
simplified extradition of consenting persons
who waive formal extradition proceedings. The
authorities responsible for extradition should
be provided with adequate financial, human
and technical resources. Countries should have
in place processes to ensure that the staff of
such authorities maintain high professional
standards, including standards concerning
confidentiality, and should be of high integrity
and be appropriately skilled.

Countries should ensure that their competent
authorities can rapidly, constructively and
effectively provide the widest range of
international cooperation in relation to money
laundering, associated predicate offences and
terrorist financing. Countries should do so both
spontaneously and upon request, and there
should be a lawful basis for providing
cooperation. Countries should authorise their
competent authorities to use the most efficient
means to cooperate. Should a competent
authority need bilateral or multilateral
agreements or arrangements, such as a
Memorandum of Understanding (MOU), these
should be negotiated and signed in a timely
way with the widest range of foreign
counterparts.

Competent authorities should use clear
channels or mechanisms for the effective
transmission and execution of requests for
information or other types of assistance.
Competent authorities should have clear and
efficient processes for the prioritisation and
timely execution of requests, and for
safeguarding the information received.
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